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Abstract

As the field of machine learning advances, managing and monitoring
intelligent models in production, also known as machine learning oper-
ations (MLOps), has become essential. Companies have begun to use
artificial intelligence as a tool of change, fostering the need for highly
reliable MLOps platforms and frameworks. However, every aspect of
the machine learning lifecycle, from workflow orchestration to perfor-
mance monitoring, presents both challenges and opportunities. This
review explores the field of open source MLOps and examines the
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2 MLOps Platform Landscape

platforms that serve as the backbone of machine learning systems.
Recognizing how tracking experiments may improve the process of orga-
nizing and analyzing the results of machine learning experiments as
well as team collaboration and knowledge sharing should be noted. This
work also highlights how a robust infrastructure facilitates the seamless
deployment of machine learning applications in production environ-
ments. In addition, it considers the monitoring of the performance of
the machine learning model, particularly the detection of drifts. Drift,
which refers to the model’s learned concepts or data pattern vary over
time, can negatively influence the model inference performance, thereby
necessitate the retraining. This review includes an overview of exist-
ing frameworks dedicated to detecting change, concept, and data drift
in both batch and streaming processes. This exploration will present
a complete picture of MLOps introducing the continuously growing
artificial intelligence world that defines the future of AI-driven systems.
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1 Introduction

Artificial Intelligence (AI)/ Machine Learning (ML) is progressively being
included as a crucial solution in the design of new software systems across dif-
ferent industries. However, these ML-based systems bring new challenges of
the software development process as compared to the ones we have been famil-
iar with. For example, there are no model and/or data versions in the manual
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ML pipeline, no model lineage available (that means no information about
which training data, algorithms, hyperparameters, and so on were used to pro-
duce this model as output), no tracking of different experiment-runs (there is
no automatic way to log the multiple ML executions to select the best model
based on the evaluation metrics). Therefore, manual processes to create and
control ML systems can cause additional costs, lack of reproducibility, and
future problems in maintaining it (Ruf et al, 2021).

Furthermore, successful development requires collaboration between vari-
ous specialists with different sets of skills and tools: software developers, data
scientists, and ML engineers (Diaz-de Arcaya et al, 2023).

As ML faces these challenges, MLOps come up as a response, as a solu-
tion that automates the whole AI/ML infrastructure from development to
deployment.

Moreover, it is vital to pay attention to the alteration in the behavior of
the model or the data, in order to provide an identification of deviations at the
right time(Hu et al, 2020). What is more important is that the deployed ML
models, which are basically trained on historical data to predict the future,
tend to suffer accuracy issues when the distribution of the real-world data
changes (data drift). It may cause biased or inaccurate forecasting. Apart from
that, the connection between the input data and the target variables may
be turned upside down, which is also called a concept shift. Such drifts are
detected by existing advanced drift detection techniques and tools. Once drift
is detected, there is the need to retrain the already deployed model on newer
data inputs or deploy a completely new model in production. CT (Continuous
Training/Testing), as part of the MLOps set of practices, aims to retrain and
deploy the model automatically as needed (Google, 2020).

The current landscape is seeing a growing offer and adoption of MLOps
platforms, which serve as useful tools to automate and streamline tasks in
building ML systems (AI-Infrastructure, 2023). Although these platforms are
quite essential for proper coordination of various functions in a company, there
is, however, a need to go for a better understanding and grouping of their
capabilities.

To advise companies on the choice of appropriate MLOps platforms, the
need to gain insight into the capabilities offered by modern popular open-
source MLOps tools arises, which is a major foundation to making informed
decisions. These include features such as orchestration, distributed training,
code management, model development, and others. An additional critical
dimension arises: the requirement to follow ML models in production closely
with a view to detect and resolve possible drifts at any time. This dual focus,
combining MLOps capabilities, as well as drift detection tools, makes it a good
solution for companies that want a tailored solution which can be adapted to
the current situation and help with maintaining accuracy of the models during
unfolding of the real-world events.
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The motivation behind this research is driven by two main challenges
posed by the evolving landscape of MLOps platforms and the performance
monitoring of the deployed ML models.

With a thorough examination of the MLOps platforms, we seek to present
a better comprehension of what the platforms can do and to fill the knowledge
gaps, if any. Also like that, the emphasis on the finding of the performance
drifts of the ML models is one of the ways through which we sharpen the
robustness of the deployed models. By carrying out these investigations, our
research will be able to provide helpful insights and solutions, especially for
the field of AI, with emphasis given to the ML applications and services.

The work presented in this paper makes key contributions to the field of
ML operations, in particular to the monitoring of ML models with a focus on
drift detection, including:

• A comprehensive landscape analysis assists practitioners and researchers in
optimizing their choices for ML model deployment by providing detailed
information on the supported features of reviewed solutions;

• Practical information is concisely detailed on the use, availability, and func-
tionality of different MLOps products that make up the state-of-the-art in
the research field;

• Providing a possible alternative approach to commercial MLOps platforms
by utilizing a combination of open source tools, each supporting one or
more features. This approach enables cost-effective automation of MLOps
processes without relying on expensive commercial platforms.

• Providing a consolidated view of drift detection frameworks and acting
as a valuable resource for diverse stakeholders, ranging from users and
practitioners to developers and researchers.

In this context, the remainder of this work is structured as follows. Section 2
presents an overview of ML lifecycle management, highlighting the importance
of efficient development in AI/ML applications and services; related work after
reviewing the literature on the state-of-the-art development of MLOps, and
Section 3 provides a concise overview of the methodology used in this study.
Section 4 discusses the crucial role of MLOps in guiding the transition between
data science and production systems; hence the article presents the numerous
strategies and elaborate tools required in the automation, management, and
monitoring of the whole life cycle of ML models. Section 4.1 investigates a
notable list of open-source MLOps platforms, evaluating their support levels
for key features such as orchestration, distributed training, code management,
model development, and more. Section 4.2 describes in more detail each of
the reviewed platforms/tools. Section 4.3 concludes by highlighting the accel-
erating growth of MLOps platforms within the wider AI landscape. Despite
the common goal of supporting the ML lifecycle, these platforms vary in their
objectives, creating space for diverse approaches. Section 5 explores the moni-
toring performance of ML models, specifically drift detection, in the context of
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MLOps. Section 5.1 provides a comparative analysis of well-known drift detec-
tion frameworks based on the algorithms they support and their applicability
to different data scenarios. The key findings of this comparison are summa-
rized in Section 5.2. Finally, Section 6 provides a comprehensive overview of
the key takeaways from this entire research work.

2 Context and scope

The increasing complexity of AI and ML applications in various industries
requires a structured approach to development and deployment. The tradi-
tional ML lifecycle is an iterative process that includes tasks like: create/update
model (e.g. models can be created from scratch using the prepared dataset as
input or use an existing model as a pre-trained model), train/test model (train
model and log various metrics and parameters), evaluate model (evaluating
model accuracy), store model (in a model registry), deploy model (deploy and,
for example, use it for inference queries via a model registry), and monitor
model performance (track evaluation metrics derived from the model inference
running on new data), as shown in a simplified diagram in Figure 1. We express
this process model using the BPMN notation (OMG, 2011) as the actual de
facto standard of workflow languages. There are two decision points to check
during this sequential flow as designed in the diagram: (1) if the accuracy of the
model is not satisfactory, we need to update the model otherwise it is deployed
into the production environment; (2) if the performance degrades, we trigger
the retraining of the model. To properly manage these tasks as steps, MLOps
comes into play. These steps can be completed manually or automatically.
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Fig. 1 Business Process Model and Notation (BPMN) diagram of simplified ML life cycle

In this paper, we refer to MLOps as an engineering practice that aims
to automate and streamline the ML lifecycle (Kreuzberger et al, 2023). To
achieve this, a robust MLOps toolchain is required, offering functionalities
like version control, testing frameworks, deployment automation, continuous
integration/delivery (CI/CD) and CT.

According to (Google, 2020), software systems, including ML ones, are
similar in the continuous integration of source control, unit testing, integration
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testing, and continuous delivery of the software module or package (Shahin
et al, 2017). However, there are a few notable differences for ML systems
(Symeonidis et al, 2022) as presented in Table 1: CI/CD takes into account
data and models, and there is a new CT property for continuous training.

Table 1 MLOps with CI/CD/CT

Type Description

CI (Continuous
Integration)

CI is no longer only about testing and validating code and com-
ponents, but also testing and validating data, data schemas and
models.

CD (Continuous
Delivery)

CD is no longer about a single software package or a service,
but a system (ML training pipeline) that should automatically
deploy another service (e.g. model prediction service).

CT (Continuous
Training/Test-
ing)

CT is a new property, unique to ML systems, that is concerned
with automatically retraining and serving the models.

MLOps is based on the existing DevOps discipline and its key features
are: (1) Automation, (2) Collaboration, (3) Integration, and (4) Configuration
Management (GreatLearning, 2024), (Shahin et al, 2023).

In addition to MLOps, in recent years there has also been a rise in DataOps,
ModelOps, and AIOps. A brief description of these life cycle management
practices is given in Table 2.

However, as there is no MLOps standardized approach to manage the
ML lifecycle, because each ML project has its own particularities, such as
project goals and requirements, the MLOps maturity model (Microsoft, 2022),
(Google, 2020) has been recently introduced as a metric to indicate to what
extent these steps are automated. This maturity model has been proposed
by commercial vendors such as Google and Microsoft. The main difference
between the MLOps maturity models of them lies in the granularity and the
specific focus. Microsoft’s model offers a broader view, with five levels, from
zero (no MLOps) to four (Full MLOps Automated Retraining). It empha-
sizes the level of automation across the entire ML lifecycle, from development
to deployment and monitoring. Each stage highlights the most important
functions and potential weaknesses of the ML lifecycle steps (Microsoft, 2022).

Google’s model focuses on the level of automation in the training pipeline
itself and comprises three stages, from zero (manual process) to two (CI/CD
pipeline automation). It emphasizes the evolution from manual training to
CT with automated pipelines (i.e., Data pipeline, ML pipeline) and CI/CD
integration (Google, 2020).

Therefore, industries involved in AI and ML projects can use this maturity
model to clarify what level of automation they need to achieve first and then
gradually improve it, rather than being overwhelmed by the demands of a fully
mature environment.
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Table 2 Lifecycle Management practices

Type Works Description

DevOps (Luz et al,
2019), (Qen-
telli, 2024)

DevOps combines software development (Dev) and
IT operations (Ops) to shorten the development life
cycle and provide CI/CD with high software quality
assurance.

MLOps (Kreuzberger
et al, 2023),
(Google,
2020)

ML Operations applies DevOps principles to devel-
oping, deploying, and managing ML models.

ModelOps (Hummer
et al, 2019),
(Lefevre et al,
2022)

ModelOps is a subset of MLOps that enables orga-
nizations to operationalize ML models.

DataOps (Munappy
et al, 2020),
(Garriga et al,
2021)

DataOps is the practice of applying DevOps princi-
ples to data engineering and management.

AIOps (Li et al,
2020),
(Notaro et al,
2021)

AI for IT operations use AI and ML techniques to
automate IT issues such as detection, diagnosis, and
resolution.

In addition, certain open-source MLOps tools or a combination of them,
which we have examined in this paper (see Section 4.2), can be used to achieve
the different MLOps maturity levels, depending on their individual capabilities.

Commercial MLOps platforms such as Azure ML, AWS SageMaker, and
GCP Vertex AI (López Garćıa et al, 2020) offer comprehensive ML capabilities,
but can have higher ongoing costs due to the iterative nature of the ML lifecy-
cle. While powerful, these platforms can be expensive and do not directly solve
the core ML problem through a single dashboard. Moreover, some platforms
may not offer free licenses suitable for use in embedded systems.

Due to the advantages that open source MLOps products offer, such as:
Cost-effectiveness (e.g., they are a good alternative to commercial platforms,
suitable for projects with low or limited budgets), accessibility (e.g., they
are freely available and often with permissive licensing models) and flexibil-
ity (e.g., they offer more control and customization options compared to some
commercial platforms) we have focused our work exclusively on open-source
products.

Related Work

It is known that many research studies have contributed to the changing envi-
ronment of MLOps through in-depth reviews and analysis. Insightful works,
including Subramanya et al (2022); Mboweni et al (2022); Kreuzberger et al
(2023); Diaz-de Arcaya et al (2023), explore theoretical concepts in depth,
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while others (Zhou et al, 2020; Barrak et al, 2022) focus on practical appli-
cations. Additionally, investigations into MLOps tools presented by Ruf et al
(2021); Hewage and Meedeniya (2022); Symeonidis et al (2022) together
provide a multifaceted perspective on the MLOps framework.

Subramanya et al (2022) is mostly about reviewing the state-of-the-art in
MLOps, introducing DevOps principles related to MLOps, and applying an
MLOps framework to a specific time-series forecasting application. However,
our research, based on prior work such as Hewage and Meedeniya (2022),
goes further, covering a broader spectrum of MLOps tools by including open-
source alternatives. Additionally, our investigation verifies a more diverse set
of features than previously explored, recognizing the strengths and limits of
MLOps tools.

Compared to Symeonidis et al (2022), which classifies tools by their pri-
mary use, such as data pre-processing (data versioning and data labeling),
operationalization (model development, monitoring) or modeling ones (exper-
iment tracking, hyperparameter tuning); our work challenges this exclusive
assignment, recognizing the potential limitations. We emphasize that tools can
cross specific categories through library imports or the development of new
plugins (in our work, we mark it as partially supported), thus expanding their
functionality within the MLOps workflow.

The systematic review conducted by Mboweni et al (2022) provides a schol-
arly exploration of ML-DevOps (MLOps) from 2015 to 2022. Our study instead
explores not only the potential of MLOps, but we also examine the well-
known open-source tools and frameworks so that the study is more practical.
This approach contributes to a complete knowledge base aimed at researchers,
practitioners, and industry experts.

Kreuzberger et al (2023) adopts a mixed method research approach, which
covers literature reviews, tool evaluations, and expert interviews. Their work
provides a holistic view of the principles, components, roles, architectures, and
workflows necessary for MLOps. Our research complements this by offering a
more detailed examination of various MLOps tools and their functionalities
that can be useful for understanding how this can be applied in practice.

Other relevant works include Zhou et al (2020), analyzing time and resource
consumption in the ML pipeline, Moreschini et al (2022) proposing a graphical
representation for DevOps in ML-based applications, (Paleyes et al, 2022)
exploring challenges in the deployment of ML, Barrak et al (2022) investigating
trends in the use of serverless computing for ML deployment, and (Ruf et al,
2021) providing a recipe for tool selection, each contributing valuable insights
to the MLOps domain.

In the following section, we give an overview of the methodology we have
adopted.
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3 Methodology

Our methodology is illustrated in Figure 2. It adopts a mixed approach,
combining information from current academic publications (see Section 2),
identified MLOps tools (see Section 4.1), reports to better understand techni-
cal components, and a comprehensive exploration of drift detection tools and
their capabilities (see Section 5.1).

Our comprehensive analysis of the MLOps landscape (see Figure 2) focuses
on two main areas: ML lifecycle management and drift detection.

MLOps Landscape

ML Lifecycle Management

Tool Review
(16 tools)

Literature Review
(-scholarly articles: Google
Scholar, IEEE, ACM etc. 

-blogs from Industry Platform
Leaders: AWS, GCP, Azure etc.)

-

-

Fig. 2 Overview of the Methodology

To gain valuable insight on emerging trends and best practices, we thor-
oughly reviewed approximately 20 scholarly articles retrieved from Google
Scholar, IEEE Xplore, ACM Library, Springer Link and Elsevier and around
10 industry-leading blogs retrieved from Google Cloud Platform, Amazon Web
Services (AWS), Microsoft Azure, etc. for ML lifecycle management, along
with a careful examination of 16 associated tools. Meanwhile, our analysis of
drift detection includes a comprehensive evaluation of approximately 20 schol-
arly articles and 6 tools, highlighting the current state and progress within
this critical aspect of MLOps.

This finding emphasizes a possible shortfall in the amount of open-source
contributions being made towards drift detection tools, bringing attention to a
specific area that could greatly benefit from more focus and joint efforts within
the MLOps community.
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4 MLOps Platforms

MLOps as the bridge between data science and the production system is indeed
the backbone of ML systems. On the one hand, MLOps covers the practices
and tools required to automate, manage, and monitor the entire lifecycle of
ML models, from development to deployment, and beyond. This includes tasks
such as data preparation, model training, version control, CI/CD/CT, as well
as data curation and model curation in real-time (Kreuzberger et al, 2023). On
the other hand, AI infrastructure refers to the underlying technology stack that
supports the MLOps process. This includes hardware, software, and services
that enable efficient data storage, processing, model development, and model
deployment. It involves cloud computing platforms, data pipelines, distributed
computing frameworks, and monitoring tools that work together to ensure
smooth operation of ML workloads.

MLOps and AI infrastructures work together to bring AI/ML models
from experimentation to production. They enable companies to build, deploy,
and maintain AI-powered applications with greater efficiency, scalability, and
reliability. Workflow and workload management are essential components of
MLOps, enabling companies to efficiently develop, deploy, and maintain ML
models on scale.

4.1 MLOps Platforms Capabilities Evaluation

In the following, we present a compact list of categories sorted by the impor-
tance of capabilities (also called features interchangeably in this work) in the
management of AI infrastructure. Table 3 compares MLOps platforms based
on their level of support for various capabilities. It assigns full and partial
scores to each platform to evaluate their overall effectiveness.

• Orchestration (O) coordinates and manages the individual workflows that
resulted from the disassembling of the end-to-end ML pipeline.

• Distributed Training (DT) when the workload to train a model is split up
and shared among multiple processors, called worker nodes. These worker
nodes work in parallel to speed up model training. Typically used to train
DNNs models (Azure, 2022).

• Code Management (CM) is the process of handling changes to the applica-
tion source code with control versioning.

• Model Development (MDV) involves data acquisition from multiple trusted
sources, data processing to build the model, choosing an algorithm to build
the model and eventually building the model (Yaram, 2021).

• Model Testing/Validation (MTV) is about accurately checking (e.g. unit
tests) the expected behavior of the model and providing metrics/plots to
summarize the performance on a validation/test dataset.

• Model Inference (MI) is the process of inferring results from input (i.e., live
and unseen) data using a fully trained model.

• Model Deployment (MDP): an enterprise-grade MLOps system should allow
organizations to deploy their models and generate consistent API access for
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application teams on the other end, regardless of deployment environments
and choice of cloud services and providers (DataRobot, 2023).

• Experiment Tracking and Metadata Store (ETMS) are two closely related
concepts. Experiment tracking refers to keeping track of the details of each
experiment, such as hyperparameters, training data, and evaluation metrics.
The metadata store refers to keeping track of the context and dependencies
of models and pipelines, such as data sources, code versions, and system
configurations (DataCamp, 2023).

• Data Versioning and Management (DVM) is about tracking datasets by
registering changes on a particular dataset. It also improves data compliance
by reviewing data modifications in the audit process (lakeFS, 2023).

• Model Performance Monitoring (MPM) is the process of observing ML mod-
els for possible changes, such as drift detection. The goal is to curate the
model to achieve a satisfactory level of performance over time.

In addition to the above one, the following MLOps platform features are
also frequently mentioned: Feature Management (FM) and Model Versioning
and Management (MVM). FM is also called a Feature Store (FS), and MVM
is also called Model Store (MS). These features can stay as an MLOps product
feature or can be seen as a part of the ETMS feature. The number of desired
capabilities is increasing. There is a tendency to break DVM into FM and
MVM and a tendency to break ETMS into FS, MS and the rest of metadata.
Such similar tendencies can be temporary, which may reflect in platform docu-
mentation that evolves over time. The reason is the fast-changing and evolving
state of MLOps products in the AI Infrastructure landscape.

In Table 3, we have marked the following support levels:

• empty=no support (means that the feature is not supported, not available,
or not functional),

• 1x (✓=partially supported, means that some but not all aspects of the
feature are supported, or that the feature has limited functionality),

• 2x (✓✓=supported, means that all aspects of the feature are supported,
and it is expected to function as intended).

The most common features of the most notable open-source MLOps
products presented in Table 3 are as follows.

• Most of the products are open-source under the Apache 2.0 license. The
exception is Pachyderm and Seldon core, which have their specific open-
source licenses, instead W&B (Wand) has a MIT license.

• All the above-presented MLOps products support Python, TensorFlow (and
Keras as a part of TensorFlow 2) for DL, and Scikit-learn for ML. Most
of them support the Jupyter Notebook (except for MLFlow and MLeap).
PyTorch is also supported by almost all products (except Pachyderm and
MLeap) (Oladele, 2024).

• The minority languages supported by some of these products are R, Java,
Scala, Go, C++, shell, and Jsonnet.
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The results of the analysis are visually represented in Fig. 3-4 that highlight
the degree of support for different features in each of the 16 products using
radar charts. Each figure offers a comprehensive overview of the capabilities
and strengths of the respective MLOps platforms in terms of the features
considered with more interactive details in (Berberi, 2024).

We assess the features denoted by the abbreviations on a scale within
two concentric circles. The inner circle corresponds to a rating of one
✓(0.5), indicating partial support, while the outer circle represents a rating
of two ✓✓(1.0), denoting full support. This visual representation allows a
clear distinction between features with different levels of support in MLOps
products.

Even platforms with a similar scope have different concepts and strategies,
making them difficult to compare directly. Table 3 consists of 16 open source
MLOps products analyzed with 10 capabilities (O, DT, CM, MDV, MTV, MI,
MDP, ETMS, DVM, MPM).

In the following, we summarize the overall product score:

• ClearML, ZenML, Polyaxon and MLRun support partly or fully all cate-
gories, scoring the highest degree of compliance.

• A good level of compliance (that is, >70%) is achieved for ML products such
as the following: Pachyderm, Flyte, W&B and TFX.

• However, Seldon core, Kubeflow, Metaflow and Mage record approximately
a medium score (i.e., between 40%-50%).

• Eventually, low-level compliance (that is, <39%) is observed for MLflow,
MLeap, Prefect, and Dagster products.

Not all the MLOps features mentioned above (O, DT, CM, MDV, MTV,
MI, MDP, ETMS, DVM, MPM) in Table 3 are fully supported by all presented
MLOps products. A graph with the current status of each feature support level
is given in Fig. 5. The partially supported state is frequent as well as currently
no support or in the development plan.

• The feature O is the most supported among all products;
• The features MPM, MTV and CM are the least supported ones;
• The remaining categories are at a moderate level (>50%) supported by the
selected products.

Commercial note: Of these 16 MLOps products, Pachyderm, ClearML,
Polyaxon, W&B are more or less commercial with an open source free or
community version license. The limitations of their open-source free versions
are in the number of users, the scale of resources, and the supported levels of
services.

Other products: The list of all existing MLOps platforms is flourishing, so
we can talk about a rapid expansion of them. In addition to MLOps platforms,
there is a long list of similar products oriented to ML lifecycle management
such as Microsoft FLAML (Wang et al, 2021), Neural Network Intelligence NNI
(Microsoft, 2021), Epistasis Lab TPOT (Fu et al, 2020) or Orchest (Orchest,
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Abbreviations    O [Orchestration] | DT [Distributed Training] | CM [Code Management] | 
of the Features:   MDV [Model Development] |  MTV [Model Testing/Validation] | MI [Model Inference] |
                                         MDP [Model Deployment] | ETMS [Experiment Tracking and Metadata Store] |

 DVM [Data Versioning and Management] | MPM [Model Performance Monitoring]

Fig. 3 Calculated degree of the category compliance for MLOps products (a)
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Abbreviations    O [Orchestration] | DT [Distributed Training] | CM [Code Management] | 
of the Features:   MDV [Model Development] |  MTV [Model Testing/Validation] | MI [Model Inference] |
                                         MDP [Model Deployment] | ETMS [Experiment Tracking and Metadata Store] |

 DVM [Data Versioning and Management] | MPM [Model Performance Monitoring]

Fig. 4 Calculated degree of the category compliance for MLOps products (b)
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fig8-chart_supp_degree.jpg

Fig. 5 Calculated percentage score of feature support levels

2021) (currently only beta version). The boundaries between MLOps platforms
and ML lifecycle management products are not strict, while, in general, MLOps
products are more closely related to ensuring the ML application’s effectiveness
and scalability in production environments.

In the next parts, we present the content of the in-depth reviewed MLOps
products.

4.2 MLOps Platforms Description

4.2.1 MLflow

MLflow (MLflow-Org, Databricks) is a platform to streamline ML develop-
ment, including tracking experiments, packaging code into reproducible runs,
and sharing and deploying models. MLflow offers a set of lightweight APIs that
can be used with any existing ML application or library (TensorFlow, PyTorch,
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XGBoost, etc.), wherever (e.g., in notebooks, standalone applications, or the
cloud). The current components of MLflow are:

• MLflow Tracking: tracking experiments to record and compare parameters
and results;

• MLflow Projects: packaging ML code in a reusable, reproducible form in
order to share with other data scientists or transfer to production;

• MLflow Models: managing and deploying models from a variety of ML
libraries to a variety of model serving and inference platforms;

• MLflow Model Registry: providing a central model store to collaboratively
manage the full lifecycle of an MLflow Model, including model versioning,
stage transitions, and annotations.

Table 4 MLflow

Motto An open source platform for the ML lifecycle.

URL https://mlflow.org/

Open-Source https://github.com/mlflow/mlflow/ (17.1K GitHub stars)

Peculiarity MLflow Authentication is experimental and supports only basic
HTTP auth

Insights: MLflow can be classified into the group of model metadata stor-
age and management. It has the following main supported features (Table 3):
Model Inference (MI) and Experiment Tracking and Metadata Store (ETMS).
It is great as a basic ML lifecycle platform to manage the entire ML lifecy-
cle that includes experimentation, reproducibility, deployment, and a central
model registry. The tool is library-agnostic, which means it can be used with
any ML library and in any programming language.

4.2.2 Prefect

Prefect (Prefect, 2023) is the second-generation dataflow coordination and
orchestration platform of the Prefect company. Prefect 2 has been designed
from the ground up to handle the dynamic and scalable workloads that modern
data stack demands. It is powered by Prefect Orion, a brand new asynchronous
rule engine.

Insights: Prefect has two major concepts, Workflow and Task as the next
data orchestration tool for Python. These concepts are quite similar to Airflow
DAGs and nodes inside a DAG. However, Prefect claims that it is much better
than Airflow (Prefect-Docs, 2022) thanks to the result of years of experience
working on Airflow and related projects with a lightweight and user-friendly
API backed by a powerful set of abstractions that fit most data-related use
cases. Prefect treats workflows as standalone objects that can be run at any

https://mlflow.org/
https://github.com/mlflow/mlflow/
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Table 5 Prefect

Motto Prefect is a workflow orchestration tool that empowers developers
to build, observe, and react to data pipelines.

URL https://www.prefect.io/opensource

Open-Source https://github.com/PrefectHQ/prefect (14.4K GitHub stars)

Peculiarity Prefect Core provides only basic workflow orchestration features,
whereas the Cloud version extends functionality with advanced
features like Single Sign-on (SSO) for user management and Role-
based Access Controls (RBAC)

time, with any concurrency, for any reason. A schedule is a predefined set of
start times with a flow parameter to define the workflow time dependency.

4.2.3 Kubeflow

The Kubeflow project (Kubeflow, 2023) is dedicated to making deployments
of ML workflows on Kubernetes simple, portable and scalable. Its goal is not
to recreate other services, but to provide a straightforward way to deploy
best-of-breed open-source systems for ML to diverse infrastructures.

Table 6 Kubeflow

Motto The ML toolkit for Kubernetes. Kubeflow is the cloud-native plat-
form for ML operations: pipelines, training and deployment.

URL https://kubeflow.org/

Open-Source https://github.com/kubeflow/kubeflow/ (13.6K GitHub stars)

Peculiarity requires Kubernetes

Insights: Kubeflow has the following supported features (Table 3): Orches-
tration (O), Distributed Training (DT), Model Development (MDV), and
Experiment Tracking and Metadata Store (ETMS). Kubeflow can also be clas-
sified into the group of orchestration and workflow pipelines MLOps products.
It is the ML toolkit for Kubernetes to maintain ML systems by packaging and
managing Docker containers.

4.2.4 Dagster

Dagster (DagsterLabs, 2018) is an orchestrator that is designed to develop
and maintain data assets, such as tables, data sets, ML models, and reports.
It is built to be used at every stage of the data development lifecycle: local
development, unit tests, integration tests, staging environments, all the way
up to production. Dagster can be used as the orchestration engine for ML
pipelines (feature pipelines, training pipelines, and batch inference pipelines).

https://www.prefect.io/opensource
https://github.com/PrefectHQ/prefect
https://kubeflow.org/
https://github.com/kubeflow/kubeflow/
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Table 7 Dagster

Motto An orchestration platform for the development, production, and
observation of data assets.

URL https://dagster.io/

Open-Source https://github.com/dagster-io/dagster (10K GitHub stars)

Peculiarity dagster dev does not include authentication or web security.

Insights: Dagster and Prefect (both launched in 2018) are often compared
with each other in the context of Airflow next generation (Navid, 2022). Prefect
adheres to a philosophy of negative engineering, built on the assumption that
the user knows how to code, and makes it as simple as possible to take that code
and build it into a distributed pipeline, backed by its scheduling and orches-
tration engine. Dagster takes a first-principles approach to data engineering.
It is built with the full development lifecycle in mind, from development to
deployment to monitoring and observability.

4.2.5 Weights & Biases

Weights & Biases, W&B, or WandB (WeightsAndBiases, 2023) is a compre-
hensive tool designed for tracking ML experiments and visualization of the
model. It offers a variety of features to enhance the development and man-
agement of ML projects, including experiment logging, visualization of model
metrics, and collaboration tools for teams.

Table 8 W&B (Wand)

Motto Building the best tools for ML practitioners.

URL https://wandb.ai/site

Open-Source https://github.com/wandb/ (8.1K GitHub stars)

Peculiarity Production-grade features for W&B Server are available for
enterprise-tier only (paid). Free teams are available for academics.

Insights: W&B fully manages Experiment Tracking, capturing key param-
eters and metrics for a centralized view of ML development. It enhances
collaboration through seamless sharing, integrates with popular frameworks,
optimizes hyperparameters, prioritizes reproducibility, and efficiently auto-
mates and scales ML workflows. W&B offers different deployment options to
accommodate various needs, including the possibility of setting up a server on
your on-premise infrastructure. However, when it comes to the availability of
features, it is essential to consider the terms of service and licensing agree-
ments. To set up a W&B Server in a production environment, there are the
following three ways:

https://dagster.io/
https://github.com/dagster-io/dagster
https://wandb.ai/site
https://github.com/wandb/
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• Production Cloud : Set up a production deployment on a private cloud in
just a few steps using Terraform scripts provided by W&B.

• Dedicated Cloud : A managed, dedicated deployment onW&B’s single-tenant
infrastructure in your choice of cloud region.

• On-Prem/Bare Metal : W&B supports setting up a production server on
most bare metal servers in on-premise data centers by quickly starting
by running the wandb server to easily start hosting W&B on a local
infrastructure.

4.2.6 Metaflow

Metaflow (Netflix, 2023) is a human-friendly Python/R library that helps sci-
entists and engineers build and manage real-life data science projects. Metaflow
was originally developed at Netflix to boost the productivity of data scientists
who work on a wide variety of projects, from classical statistics to state-of-the-
art DL. It is a Python library that provides a framework to structure Python
code as a DAGs describing a number of steps of work (e.g., data loading,
model training, and evaluation) that will be executed, as well as dependencies
between them. These steps can be run locally or distributed using AWS Batch.

Table 9 Metaflow

Motto A framework for real-life data science.

URL https://metaflow.org/

Open-Source https://github.com/Netflix/metaflow (7.5K GitHub stars)

Peculiarity Metaflow Sandbox allows you to experiment with modern ML and
the infrastructure behind it, without having to install anything
locally.

Insights: Netflix released as open-source Metaflow in 2019. Metaflow helps
design a workflow, run at scale, and deploy it to production. It versions
and tracks experiments and data automatically with the ability to easily
inspect results in notebooks. Today, Metaflow powers thousands of ML and
data science applications in companies such as Netflix, CNN, SAP, 23andMe,
realtor.com, REA, Coveo, and Latana. Commercial support for Metaflow is
provided by Outerbounds company.

4.2.7 Mage AI

Mage AI (Mage-AI, 2023) is a versatile platform that facilitates the seam-
less integration and synchronization of data from various third-party sources.
Immediately see results from code output with an interactive notebook UI.
Data is a first-class citizen: Each block of code in the pipeline produces data
that can be versioned, partitioned, and cataloged for future use. ML pipelines

https://metaflow.org/
https://github.com/Netflix/metaflow
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can be built, and they consist of modular code blocks that are reproducible in
any environment.

Table 10 Mage AI

Motto The modern replacement for Airflow. Build, run and manage data
pipelines for integrating and transforming data.

URL https://mage.ai/

Open-Source https://github.com/mage-ai/mage-ai (6.9K GitHub stars)

Peculiarity -can be deployed on AWS, GCP, Azure, or Digital Ocean infras-
tructures
-utilize the tool directly within mage.ai

Insights: The main features supported by Mage are: Orchestration: Sched-
ule and manage data pipelines with observability; Notebook : Interactive
Python, SQL, & R editor for coding data pipelines; Data integrations: Syn-
chronize data from third-party sources to your internal destinations; Streaming
pipelines: Ingest and transform real-time data and data build tool (DBT).

https://mage.ai/
https://github.com/mage-ai/mage-ai
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4.2.8 Pachyderm

Pachyderm (Pachyderm, 2023) is cost-effective on the scale, enabling data
engineering teams to automate complex pipelines with sophisticated data
transformations across any type of data. It provides parallelized processing
of multi-stage, language-agnostic pipelines with data versioning and data lin-
eage tracking (CI/CD engine for data). Its main features are: 1) Data-driven
pipelines automatically trigger based on detecting data changes. 2) Immutable
data lineage with data versioning of any data type. 3) Autoscaling and paral-
lel processing built on Kubernetes for resource orchestration. 4) Uses standard
object stores for data storage with automatic deduplication. 5) Runs across all
major cloud providers and on-premises installations.

Table 11 Pachyderm

Motto Data-Centric Pipelines and Data Versioning.

URL https://www.pachyderm.com/

Open-Source https://github.com/pachyderm/pachyderm (6.2K GitHub stars)

Peculiarity requires Kubernetes

Insights: Pachyderm combines the data lineage with end-to-end pipelines
on Kubernetes. It is available in three versions, Community Edition (open
source), Enterprise Edition, and Hub Edition (still a beta version). Pachyderm
has moved some components of the Pachyderm Platform to a source-available
limited license. Pachyderm serves, above all, for data processing and orches-
tration. It can be classified into data and pipeline versioning MLOps product
group with data versioning principles:

• Repository – a Pachyderm repository is the highest level data object.
Typically, each dataset in Pachyderm is its own repository.

• Commit – an immutable snapshot of a repository at a particular point in
time.

• Branch – an alias to a specific commit, or a pointer, that automatically
moves as new data is submitted.

• File – files and directories are actual data in your repository. Pachyderm
supports any type, size, and number of files.

• Provenance - to track the dependencies and relationships among datasets.

4.2.9 ClearML

ClearML (ClearML, AllegroAI) declares to turn an ML experiment into
MLOps with only two lines of code, and it can easily develop, orchestrate, and
automate ML workflows at scale. The hosted ClearML version comes with free

https://www.pachyderm.com/
https://github.com/pachyderm/pachyderm
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(up to 3 users), Pro, Scale, and Enterprise price plans. ClearML can be self-
hosted, offering a 100% free solution with limits dictated by your own system’s
storage capacity.

Table 12 ClearML

Motto ClearML - Auto-Magical CI/CD to streamline ML workflow.
Experiment Manager, MLOps and Data-Management.

URL https://clear.ml/

Open-Source https://github.com/allegroai/clearml/ (5.2K GitHub stars)

Peculiarity The hosted by clear.ml version is free for up to 3 users, a self-hosted
system is 100% free

Insights: ClearML is a ML/DL development and production suite contain-
ing 4 main modules:

• Experiment Manager - experiment tracking, environments and results;
• MLOps - Orchestration, Automation & Pipelines solution for ML/DL jobs
(K8s / Cloud / bare-metal);

• Data-Management - Fully differentiable data management & version control
solution on top of object-storage like Amazon Simple Storage Service (S3),
Google Storage (GS), Azure storage or Network-Attached Storage (NAS);

• Model-Serving - deploy new model endpoints in under 5 minutes, includes
optimized GPU serving support backed by NVIDIA-Triton, with out-of-the-
box Model Monitoring.

ClearML enables many MLOps features (Table. 3), for example, to track
and upload metrics and models, reproduce experiments, create bots that send
Slack messages based on experiment behavior, manage data (store, track,
and version control), remotely execute experiments on any compute resource
available with ClearML Agent, automatically scale cloud instances accord-
ing to resource needs with ClearML’s GPU Compute, AWS Autoscaler, and
GCP Autoscaler GUI applications, run hyperparameter optimization and build
pipelines from code.

4.2.10 Flyte

Flyte (Flyte, 2023) is an open-source Kubernetes-native workflow automation
platform for complex mission-critical data and ML processes at scale. It has
been tested on Lyft, Spotify, Freenome, and others. Flyte’s main features are as
follows: Kubernetes-native workflow automation platform Ergonomic SDKs in
Python, Java, and Scala to develop Flyte workflows versioned, auditable, and
reproducible pipelines that are data-aware and strongly typed resource-aware
and deployments at scale.

https://clear.ml/
https://github.com/allegroai/clearml/
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Table 13 Flyte

Motto Kubernetes-native workflow automation platform for complex,
mission-critical data and ML processes at scale.

URL https://flyte.org/

Open-Source https://github.com/flyteorg/flyte (4.7K GitHub stars)

Peculiarity requires Kubernetes

Insights: Flyte is community-driven and community-owned software. Flyte
is more than a workflow engine; it uses workflow as a core concept, and task
(a single unit of execution) as a top-level concept. Multiple tasks arranged
in a data producer-consumer order create a workflow. Flyte is a platform for
ML project maintenance released by Lyft with Large-scale project support;
Improved reproducibility; Multi-language support such as Python, R, Java,
Scala and Julia. Flyte has been tested out by Lyft internally before they
released it to the public. It has a proven record of managing more than 7,000
unique workflows that total 100,000 executions every month. Flyte can also be
classified into the group of MLOps testing and maintenance products.

4.2.11 Seldon Core

Seldon Core (SeldonCore, 2023) declares itself as the standard open-source
platform to rapidly deploy ML models on Kubernetes on a massive scale. It
converts ML models (TensorFlow, PyTorch, H2O, etc.) or language wrappers
(Python, Java, etc.) into production REST/gRPC (Google Remote Proce-
dure Call) microservices. Seldon handles scaling to thousands of production
ML models and provides advanced ML capabilities out of the box including
Advanced Metrics, Request Logging, Explainers, Outlier Detectors, A/B Tests,
Canaries and more.

Table 14 Seldon Core

Motto An open-source platform to deploy ML models on Kubernetes at a
massive scale

URL https://www.seldon.io/solutions/open-source-projects/core

Open-Source https://github.com/SeldonIO/seldon-core (4.2K GitHub stars)

Peculiarity - requires Kubernetes
- it is part of the Seldon commercial platform.

Insights: Seldon Core is the open-source framework for easily and quickly
deploying models and experiments at scale with the following summary:

• Simplify model deployment with various options like canary deployment;

https://flyte.org/
https://github.com/flyteorg/flyte
https://www.seldon.io/solutions/open-source-projects/core
https://github.com/SeldonIO/seldon-core


MLOps Platform Landscape 25

• Monitor models in production with the alerting system;
• Use model explainers to understand why certain predictions were made.

Seldon Core is part of the commercial Seldon platform https://www.seldon.io/.
Seldon also provides other MLOPs features, for example, drift detection by
the Alibi Detect open-source library (Section 5.1.3).

4.2.12 ZenML

ZenML (ZenML, 2023) is an extensible open-source MLOps framework for
creating portable, production-ready MLOps pipelines. It is built for Data Sci-
entists, ML Engineers, and MLOps Developers to collaborate as they develop
to production. ZenML offers a simple and flexible syntax, is cloud- and tool-
agnostic, and has interfaces/abstractions catered toward ML workflows. The
aim is to have all selected tools in one place to tailor a workflow that caters
to specific needs.

Table 15 ZenML

Motto Build portable, production-ready MLOps pipelines.

URL https://docs.zenml.io

Open-Source https://github.com/zenml-io/zenml (3.6K GitHub stars))

Peculiarity supports other MLOps tools for implementing MLOps capabilities
(e.g. Kubeflow for orchestration, MLFlow for the model registry,
etc)

Insights: In ZenML, a stack represents a set of configurations for the
MLOps tools and infrastructure selected by users. For instance:

• Kubeflow for ML workflow orchestration;,
• Amazon S3 bucket as a storage to save ML artifacts;
• Weights & Biases for experiment tracking;
• Seldon or KServe for model deployment on Kubernetes.

Apart from the infrastructure required to run ZenML itself, ZenML also boasts
a ton of integrations into popular MLOps tools. The ZenML Stack concept
ensures that these tools work nicely together, therefore bringing structure and
standardization into the MLOps workflow. However, ZenML assumes that the
stack infrastructure for these tools is already provisioned. Currently, there is no
native mechanism to distribute large-scale workloads to computing workloads
for ZenML users.

4.2.13 Polyaxon

Polyaxon (Polyaxon, 2023) is a platform for building, training, and monitor-
ing large-scale DL applications with the aim of solving the reproducibility,

https://www.seldon.io/
https://docs.zenml.io
https://github.com/zenml-io/zenml
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automation, and scalability of ML applications. Polyaxon is deployed to any
data center or cloud provider. It supports all major DL frameworks such as
TensorFlow, MXNet, Caffe, Scikit-learn, and Torch. Polyaxon makes it faster,
easier, and more efficient to develop DL applications by managing workloads
with smart containers and node management (also with GPU).

Table 16 Polyaxon

Motto A platform for reproducible and scalable ML and DL.

URL https://polyaxon.com/

Open-Source https://github.com/polyaxon/polyaxon (3.5K GitHub stars)

Peculiarity requires Kubernetes

Insights: Polyaxon can also be classified into the group of run orchestration
and workflow pipelines MLOps products. The tool can be deployed into any
data center or cloud provider and can be hosted and managed by Polyaxon.
When it comes to orchestration, Polyaxon can maximize the use of the cluster
by scheduling jobs and experiments through its command-line interface (CLI),
dashboard, software development kits (SDKs), or REST application program-
ming interface (API). Polyaxon is, in general, a commercial product, but it
has an open-source version. It comes in three versions: Community Edition
(open source free tool), Hybrid Cloud and Enterprise Edition. It is a well-
documented platform, with technical reference docs, getting started guides,
learning resources, guides, tutorials, change-logs, etc.

4.2.14 TensorFlow Extended

TensorFlow Extended or TFX (Tensorflow-Extended, Google) is a Google
production-scale ML platform based on TensorFlow. It provides a configura-
tion framework to express ML pipelines consisting of TFX components. TFX
pipelines can be orchestrated using Apache Airflow and Kubeflow pipelines.
TFX components interact with a ML Metadata backend that keeps a record
of component runs, input and output artifacts, and runtime configuration.
This metadata back-end enables advanced functionality like experiment track-
ing or warm-starting/resuming ML models from previous runs. TFX libraries
include 1) TensorFlow Data Validation, 2) TensorFlow Transform, 3) Ten-
sorFlow Model Analysis, 4) TensorFlow Metadata, 5) ML Metadata. TFX
requires Apache Beam, an open-source unified model for defining both batch
and streaming data-parallel processing pipelines to implement data-parallel
pipelines executed on, e.g., Apache Flink, Apache Spark, Google Cloud
Dataflow, and others.

Insights: The current version of TFX 1.0.0 provides stable public APIs and
artifacts along with nightly built packages. The popularity of TFX is still not
at the top, but is growing thanks to the popularity of the TensorFlow family.

https://polyaxon.com/
https://github.com/polyaxon/polyaxon
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Table 17 TensorFlow Extended

Motto TensorFlow Extended (TFX) is an end-to-end platform to deploy
production ML pipelines.

URL https://www.tensorflow.org/tfx

Open-Source https://github.com/tensorflow/tfx (2.1K GitHub stars)

Peculiarity - requires Tensorflow
- TFX pipelines can be orchestrated with Airflow and Kubeflow

4.2.15 MLeap

MLeap (MLeap-Docs, CombustML) aims to deploy ML data pipelines and
algorithms to avoid being a time-consuming or difficult task. MLeap allows
data scientists and engineers to deploy ML pipelines from Spark and Scikit-
learn to a portable format and execution engine. Its main goals are as follows.
Allow to build data pipelines and train algorithms with Spark and Scikit-Learn
Extend Spark/Scikit/TensorFlow by providing ML pipelines serialization/de-
serialization to/from a common framework (Bundle.ML) Use MLeap Runtime
to execute pipeline and algorithm without dependencies on Spark or Scikit
(numpy, pandas, etc.).

Table 18 MLeap

Motto Deploy ML Pipelines to Production.

URL https://combust.github.io/mleap-docs/

Open-Source https://github.com/combust/mleap (1.5K GitHub stars)

Peculiarity no support for PyTorch

Insights: MLeap is a common serialization format and execution engine
for ML pipelines. It supports Spark, Scikit-learn, and TensorFlow to train
pipelines and export them to an MLeap bundle. For portability, MLeap is built
on the JVM and uses only serialization formats that are widely adopted.

4.2.16 MLRun

MLRun (MLRun, Iguazio) is an open MLOps platform to quickly build and
manage continuous ML applications throughout their lifecycle. MLRun inte-
grates into a development and CI/CD environment and automates the delivery
of production data, ML pipelines, and online applications. It aims to reduce
engineering efforts, time to production, and computational resources and break
the silos between data, ML, software, and DevOps/MLOps teams and to enable
collaboration and fast continuous improvements.

https://www.tensorflow.org/tfx
https://github.com/tensorflow/tfx
https://combust.github.io/mleap-docs/
https://github.com/combust/mleap
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Table 19 MLRun

Motto The Open Source MLOps Orchestration Framework.

URL https://www.mlrun.org/

Open-Source https://github.com/mlrun/mlrun (1.2K GitHub stars)

Peculiarity recommended self-hosted installation requires Kubernetes with
elastic scaling

Insights: In MLRun the assets, metadata, and services (data, functions,
jobs, artifacts, models, secrets, etc.) are organized into projects. Projects can
be imported/exported as a whole, mapped to git repositories or IDE projects
(in PyCharm, VSCode, etc.), which enables versioning, collaboration, and
CI/CD. Project access can be restricted to a set of users and roles. MLRun
supports the following MLOps tasks: 1) Project management and CI/CD
automation, 2) Ingest and process data, 3) Develop and train models, 4) Deploy
models and applications, 5) Monitor and alert. MLRun ecosystem supports
the latest data stores, development tools, services, and platforms such as:

• Data stores: object (S3, GS, Azure Blob), files, NFS, Pandas/Spark DF,
BigQuery, Snowflake, Redis, Iguazio V3IO object/key-value;

• Event sources: HTTP, cron, Kafka, Iguazio V3IO streams;
• Execution frameworks: Nuclio, Spark, Dask, Horovod/MPI, K8s Jobs;
• Dev environments: PyCharm, VSCode, Jupyter, Colab, AzureML, Sage-
Maker, Codespaces;

• ML frameworks: scikit-learn, XGBoost, LGBM, TensorFlow/Keras,
PyTorch;

• Platforms: Kubernetes, AWS EKS, Azure AKS, GKE, VMWar, Local
(Kubernetes on Docker Desktop), Docker, Linux/KVM, NVIDIA DGX;

• CI/CD: Jenkins, Github Actions, Gitlab CI/CD, KFP.

However, currently the number of GitHub stars for the product is still not high
despite promising its MLOps options and features.

4.3 MLOps Landscape Key Finding

The MLOps landscape features an extensive array of products that support
various ML lifecycle tasks, with over 250 listed software products (Rock-
etScience, 2022). There are also approaches to classify MLOps products, e.g.,
into subgroups with narrowed purposes as: a) Model metadata storage and
management, b) Data and pipeline versioning, c) Hyperparameter tuning, d)
Run orchestration and workflow pipelines, e) Model deployment and serving,
f) Production model monitoring

The boundaries between the subgroups of the MLOps product are not
strict. One MLOps product can belong to more groups or get lost/evolved
with time going and feature requirements evolving. It is difficult to decide
on the best criteria for an MLOps platform, and it can be tempting to look

https://www.mlrun.org/
https://github.com/mlrun/mlrun
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for popularity, such as the score of GitHub stars or the completeness of the
platform capabilities (Dawson, 2021) such as those listed in (Table 3).

Newly appearing products with more supporting features may have fewer
stars just because they have a shorter life on the market, but this does not mean
that they are not attractive or competent enough. There is a risk of preferring
popularity or number of desired supporting features (or vice versa) to dominate
considerations because: a) although product popularity is a good indicator to
filter out low-ranked products, which are new or not of such good quality,
popularity is not in line with the number of supported features of MLOps
products; b) all products are evolving and adding new features over time. The
higher range of features can come at a cost of inflexibility and a higher cost
of maintenance. Many use cases do not require a wide range of features. If
required features are missing, it is often sufficient to add supplementary tools.
In this review, we focus on a subset of MLOps solutions, specifically 16 open-
source MLOps platforms. Despite the apparent common goal of supporting the
ML lifecycle, these platforms exhibit distinct objectives, allowing for diverse
approaches.

The best balance between popularity and the number of supported features
belongs to Pachyderm, ClearML, and Polyaxon (Table 3). Polyaxon has the
most partially supported features (in progress evolving). However, it is aimed
at commercial users with an open-source free version. Similar commercial plans
with free open-source versions are with ClearML and Polyxagon, which has
the highest number of supported features.

The next interesting ones are Flyte, TFX, and MLRun. Their popularity
is still not very high, and the number of features is promising. It is clear that
there is no perfect solution ’one size fits all’ when it comes to AI/ML and the
same is true for MLOps products and a competent MLOps platform should
have (at least) the following capabilities:

• Orchestration: capability to spin up a service (compute, network, and storage
management) based on the model artefact to train them and consequently
to deploy them at the end of the process.

• Model Development : capability to build model artefacts that contain all the
information needed to preprocess the data and generate a result.

• Model CI/CD/CT including Model deployment and Model Inference: capa-
bility to mark models as ready for staging and production and run them
through a CI/CD/CT process.

• Experiment Tracking and Metadata Store: capability to track the details of
each experiment, such as hyperparameters, evaluation metrics, and the data
on which they were trained and tested.

• Data Versioning and Management : ability to keep track of how the models,
their code, and their data are related, e.g., for drift monitoring.

The purpose of an MLOps platform is to automate tasks involved in build-
ing ML-enabled systems and to make it easier to get value from ML pipelines.
There are many steps involved in building ML models and getting value from
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them, such as exploring and cleaning the data, executing a long-running, iter-
ative, or incremental training process, and deploying and monitoring a model.
An MLOps platform can be thought of as a collection of tools to perform the
tasks involved in getting value from ML. A good platform is not only a collec-
tion of tools, but it has to fit together to provide consistency in how activities
are handled and also consistency across the organization as a single platform
for different use cases.

5 Monitoring Platforms

As the landscape of AI infrastructure and MLOps platforms continues to
evolve, the importance of certain features becomes increasingly evident. One
such crucial aspect that is gaining attention is Drift Detection (DD) within
the ML lifecycle, positioned under the broader umbrella of Model Performance
Monitoring (MPM). In this context, we present the reasons why drift detec-
tion has emerged as a pivotal capability and compare the recent frameworks
developed through different drift techniques in Section 5.1.

In a production environment, the efficacy of ML models is crucial to long-
term success. The accuracy of these models should not decrease over time;
instead, they should maintain their integrity of performance. For companies
providing AI solutions to end-users, the assurance of continuous accuracy is
not just a technical concern, but a highly important aspect of their product
offering. Therefore, it becomes essential for these companies to ensure the trust
and satisfaction of their customers while keeping their business ahead in the
competitive world of AI.

ML models in real-world applications often assume that the same concepts
learned during the training phase will still be valid at inference time, which is
not always verified. In this sense, the concept of drift arises and can be defined
as the process of trying to detect a significant change in the concept previously
learned by a model or a change related to the data distributions. Specifically,
three variants of this concept are generally analyzed (see (Moreno-Torres et al,
2012) and (Gama et al, 2004)). To define these three approaches, suppose that
there are two time points ti, tj , with ti ̸= tj , X ∈ Rnxm which is the feature
space (assuming m features) and y ∈ Rn are the labels (Céspedes-Sisniega and
Álvaro López-Garćıa, 2024):

• Data drift: in this case we only focus on data, assuming that there are no
available y labels, so it can be defined as Pti(X) ̸= Ptj (X) (a change in the
probability P(X)), being Pti(X) the probability of X at the time point ti.

• Concept drift: is produced when there is a change in the joint probability
P(X, y) = P(y | X)P(X), so it can be defined as Pti(X, y) ̸= Ptj (X, y).

• Virtual drift: is defined as Pti(X) ̸= Ptj (X) and Pti(y | X) = Ptj (y | X),
as it refers to the case in which there is a change in P(X) that does not
influence P(y | X).
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Drift detection methods can be classified according to the type of drift they
can detect and also by the form of detection: supervised, semi-supervised, or
unsupervised.

ML models derive their predictive power from historical data, but once
deployed in real-world applications, they face challenges in maintaining accu-
racy and relevance. The occurrence of data drift, where the distribution of the
incoming data in production deviates from the training data, can lead to biased
predictions. Consider, for instance, an e-commerce recommendation system
trained on past user behavior. As user preferences evolve over time or during
special events like holiday seasons, the model needs continuous monitoring to
detect data drift. By automating retraining processes or incorporating manual
interventions, the system ensures that its recommendations remain in line with
current user trends, highlighting the importance of ongoing model adaptabil-
ity in dynamic environments (Aguiar and Cano, 2023),(Ali, 2023). Therefore,
monitoring these behavioral shifts in the model becomes crucial to address data
drift, allowing for timely identification of deviations and facilitating automated
processes for model retraining with updated data or necessary manual inter-
ventions. This ensures the model’s ongoing relevance in production, delivering
fair and unbiased predictions over an extended period.

Once data drift is detected, the next step is mitigation. A common approach
is to annotate the new data and retrain the model. You may want to compare
the performance of the models before deploying them to production.

A well-structured MLOps pipeline can help automate these tasks, minimiz-
ing the manual effort required to retain models, and ensuring faster response
times by triggering workflows when data drift is detected. For instance, when
encountering anomalies like shifts in image quality due to factors like lens
degradation, lighting changes, or sensor malfunctions, the system can prompt
appropriate actions, such as maintenance tasks, rather than immediately trig-
gering model retraining. At a minimum, ML monitoring should be configured
to send an alert when data drift occurs so that action can be taken (Rabanser
et al, 2019), (Elliott, 2023).

5.1 Drift Detection Frameworks

We review the most recent developments in the drift detection area and
have identified six noteworthy frameworks: River, Evidently, Alibi Detect,
TorchDrift, Frouros, and Menelaus. These frameworks serve as essential tools
for monitoring and managing changes in data patterns. Some of the most
commonly implemented detectors are the following:

• Change detectors monitor single variables in the streaming context and
alarm when that variable starts taking on values outside of a predefined
range.

• Concept drift detectors monitor the performance characteristics of a given
model, trying to identify shifts in the joint distribution of the data’s feature
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values and their labels. Note that change detectors can also be applied in
this context.

• Data drift detectors monitor the distribution of the features; in that sense,
they are model-agnostic. Such changes in distribution might be for single
variables or to the joint distribution of all features.

• Ensembles are groups of detectors, where each watches the same data, and
the drift is determined by combining their output. Menelaus implements a
framework for wrapping detectors in this way Nicholl et al (2022).

In addition, as will be remarked when explaining the different frameworks,
it is important to note that regarding drift detection the detectors may be
applied in two settings, as displayed in Table 27:

• Streaming, in which each new observation that arrives is processed sepa-
rately, as it arrives.

• Batch, in which the data have no meaningful ordering with respect to time,
and the goal is to compare two data sets as a whole.

In this review, we dive into various drift detection techniques and algo-
rithms employed by the frameworks under study, assessing their efficacy on
both streaming and batch data. Table 27 presents an overview of these frame-
works, highlighting their ability to detect different types of drift and their
compatibility with batch or streaming processing. This exploration aims to
provide insight into the evolving landscape of drift detection, helping practi-
tioners choose the most suitable framework for their specific ML lifecycle needs.
The list of these drift detection frameworks/libraries is presented in Table 20
and Table 27. Table 20 provides an overview of various frameworks and tools
for drift detection, including their ML/DL frameworks, GitHub stars, and
licenses. In contrast, the second table, Table 27 presents a detailed breakdown
of specific drift types, corresponding detector algorithms, abbreviations, and
support for streaming and batch processing within the reviewed frameworks.
Together, these tables offer a comprehensive exploration of drift detection tools
and their capabilities.

5.1.1 River

River (Montiel et al, 2021) is a Python library for online ML. It aims to be
the most user-friendly library to perform ML on streaming data. River is the
result of a merger between creme and scikit-multiflow.

Insights: River can be used in different ML problems, such as regression,
classification, and unsupervised learning. It is mainly focused on online ML,
not only drift detection. It includes a set of tools for online ML such as
anomaly detection, time series forecasting, feature extraction and selection,
online statistics and metrics, etc. The architecture is designed for flexibility
and ease of use to facilitate the deployment of stream learning in quite different
fields.

https://github.com/MaxHalford/creme
https://github.com/scikit-multiflow/scikit-multiflow
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Table 20 Frameworks and tools for drift detection.

ML/DL Framework GitHub Stars Licence and notes

River 4.8K BSD-3-Clause
Features for online ML

Evidently 4.6K Apache 2.0
Evaluate and monitor ML models
from validation to production

Alibi Detect 2.1K Apache 2.0
Algorithms for drift, outlier

and adversarial detection by SELDON

TorchDrift 307 Apache 2.0
Drift detection for PyTorch

Frouros 159 BSD-3-Clause
Data (streaming and batch) drift detection
and concept (streaming) drift detection

in ML systems

Menelaus 60 Apache 2.0
Online and batch-based concept

and data drift detection

Table 21 River

Motto Online ML in Python

URL https://riverml.xyz/

Open-Source https://github.com/online-ml/river (4.8K GitHub stars)

Peculiarity River is mainly online ML library that includes drift detection.

5.1.2 Evidently

Evidently is an open-source framework to evaluate, test, and monitor ML
models in production with the aim of preventing incidents, building trust,
and making continuous improvements. Evidently has three components: (1)
Evidently reports, (2) Evidently test suites, and (3) Evidently ML monitor-
ing. Evidently can be used with 100+ metrics to evaluate by the mean of
understanding, visualizing and tracking for:

• Data quality: track data quality and integrity.
• Data drift: explore statistical distribution shifts.
• Model performance: evaluate and compare the quality of the ML model.
• NLP and LLM: monitor text-based models.

Insights: Evidently is an open-source Python library under the Apache
2.0 license. The open-source version is designed for individual data scientists

https://riverml.xyz/
https://github.com/online-ml/river
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Table 22 Evidently

Motto Evaluate and monitor ML models from validation to production.

URL https://www.evidentlyai.com/

Open-Source https://github.com/evidentlyai/evidently (4.6K GitHub stars)

Peculiarity Evidently is a part of Evidently Cloud commercial product.

and small ML teams to run a proof-of-concept without additional approvals.
Evidently is a part of Evidently Cloud, which is a commercial product built
upon the functionality of open-source Evidently libraries. It is designed for
growing teams and larger enterprises that operate ML on a scale and need
advanced analytics, reliability, and support to reliably run ML systems in
production.

5.1.3 Alibi Detect

Alibidetect (Van Looveren et al, 2019) is a Python library for outlier,
adversarial, and drift detection.

Table 23 Alibi Detect

Motto Algorithms for outlier, adversarial and drift detection

URL https://docs.seldon.io/projects/alibi-detect/en/latest/

Open-Source https://github.com/SeldonIO/alibi-detect (2.1K GitHub stars)

Peculiarity Alibi Detect is a part of the Seldon commercial platform (https:
//www.seldon.io/) together with Seldon Core (Section 4.2.11).

Insights: For drift detection, it supports both the Tensorflow and PyTorch
backends. In addition, it provides different detectors according to the kind
of data analyzed: images, tabular, text, time series, categorical features, etc.
Alibi Detect presents several examples of the use of the different methods,
which are available in the GitHub repository, together with different datasets,
which make it easy for the user and user-friendly. As previously stated, it is
not only focused on drift detection, but it also implements tools for outlier
detection, such as isolation forests and autoencoders, among others.

5.1.4 TorchDrift

TorchDrift (TorchDrift, 2024a) is a Python library for the detection of data
and concepts of drift for PyTorch. TorchDrift is mainly composed of a set of
detectors that have 2d-Tensors as expected input. This framework is still under
rapid development.

https://www.evidentlyai.com/
https://github.com/evidentlyai/evidently
https://docs.seldon.io/projects/alibi-detect/en/latest/
https://github.com/SeldonIO/alibi-detect
https://www.seldon.io/
https://www.seldon.io/
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Table 24 TorchDrift

Motto Drift Detection for your PyTorch Models

URL https://torchdrift.org/

Open-Source https://github.com/TorchDrift/TorchDrift (305 GitHub stars)

Peculiarity TorchDrift is only for PyTorch community.

Insights: It includes a comprehensive set of drift detection tools that makes
it useful for both time series and tabular data. It provides many examples in
Jupyter Notebooks that make it very easy to start using it (TorchDrift, 2024b).
It contains the capability to apply dimensionality reduction using Principal
Components Analysis (PCA), which can be useful in multiple scenarios before
performing drift detection with statistical tests, as shown in an example of
TorchDrift documentation when comparing drift detectors.

5.1.5 Frouros

Frouros (Céspedes-Sisniega and Álvaro López-Garćıa, 2024) is an open-source
Python library dedicated to concept drift and data drift detection. It can be
used for drift detection in ML pipelines with the most widely used methods
and algorithms.

Table 25 Frouros

Motto Frouros is an open-source Python library for drift detection in ML
systems

URL https://frouros.readthedocs.io

Open-Source https://github.com/IFCA-Advanced-Computing/frouros (159
GitHub stars)

Peculiarity Frouros lacks a user-friendly interface, such as a dashboard, for
clear visualization of drift patterns

Insights: Regarding concept drift, it implements three families of methods
for streaming: change detection, statistical process control, and window-based.
Concerning data drift, it implements two kinds of method both for streaming
and batch: distance-based and statistical tests. It is compatible with any ML
framework and easily adaptable to real-world use cases.

5.1.6 Menelaus

Menelaus (Nicholl et al, 2022) is a Python library that employs algorithms
designed for drift detection, a ML aspect dedicated to identifying unexpected
changes in data. Relationships between variables in a data set are rarely static

https://torchdrift.org/
https://github.com/TorchDrift/TorchDrift
https://frouros.readthedocs.io
https://github.com/IFCA-Advanced-Computing/frouros
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and can be influenced by changes in internal and external factors, such as
alterations in data collection methods, external protocols, or population demo-
graphics. Undetected changes in data and unnoticed model under-performance
both pose risks to users. The objective of this package is to facilitate the
monitoring of both the data and the performance of the model.

Table 26 Menelaus

Motto Online and batch-based concept and data drift detection algorithms
to monitor and maintain ML performance

URL https://menelaus.readthedocs.io

Open-Source https://github.com/mitre/menelaus (60 GitHub stars)

Peculiarity Menelaus lacks a user-friendly interface, such as a dashboard, for
clear visualization of drift patterns.

Insights: It implements the different type of detectors previously exposed:
change detectors, concept drift, data drift and ensemble. For more details,
including references to the original papers, we provide in the column Abbre-
viation and References of Table 27. Furthermore, Menelaus presents practical
examples of each drift-type technique in their Git repository. Finally, the list
of drift detection techniques implemented in Menelaus is available on GitHub
(Nicholl et al, 2022).

Other drift detection libraries

Even though most of the methods used for drift detection are not a fairly
recent field of study (Gama et al, 2004), this technique applied to ML pipelines
is on the rise. This is reflected in the low (but increasing) number of stars that
emerging frameworks have on GitHub (see Table 20).

For example, MOA (Bifet et al, 2016) is an open source framework for
mining Big Data streams (568 stars on GitHub). It includes a collection of
ML algorithms (classification, regression, clustering, outlier detection, concept
drift detection, and recommender systems) and tools for evaluation, written in
the Java programming language. It is related to WEKA, which is a Java ML
software.

Comparison of drift detection solutions

Table 27 compares various drift detection frameworks, presenting information
on different aspects of each framework. The frameworks included in the com-
parison are Alibi-detect, Menelaus, River, Torchdrift, and Frouros. The table
provides details on the type of drift detection, the algorithm used, both its
abbreviations and its reference sources, and the applicability to streaming or
batch data for each framework. Additionally, the Gitsource column includes
links to the respective GitHub repositories for further reference.

https://menelaus.readthedocs.io
https://github.com/mitre/menelaus
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In Table 27, we use a✓to indicate the framework support for the algorithm;
otherwise, the cell is left empty. This assessment is performed for both batch
and streaming data.

Based on the findings presented in Table 27, it is evident that methods such
as Kolmogorov-Smirnov Windowing Detection (Raab et al, 2020), Cram’er-von
Mises test Method (Cramér, 1928), Maximum Mean Discrepancy Detection
(Gretton et al, 2012), Kullback-Leibler divergence detection (Kullback and
Leibler, 1951) and PCA-based changed detection (Cramér, 1928) exhibit the
highest level of support.

In contrast, when considering tools that provide extensive support for a
wide array of methods, Frouros, River stand out. On the other hand, Menelaus
and Alibi-detect offer support at a moderate level, while Torchdrift demon-
strates the most limited coverage for these functionalities.
In the upcoming section, a succinct summary refines the core findings from
the comprehensive review, providing a streamlined overview of the research on
drift detection frameworks and tools.
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5.2 Drift Detection Key Finding

This part of the article briefly describes the role of drift detection troubleshoot-
ing ML models. We explored various frameworks designed to identify three
main types of drift: data drift, concept drift, and domain drift. These frame-
works offer a diverse set of algorithms for detecting drift in both real-time
streaming data and static batch data.

The drift detection concerning ML models investigation was conducted,
which showed several important results. To begin with, drifts that may rely
on the transformations of the fundamental assumptions are able to almost
entirely disrupt the performance of the models. It is essential to diagnose the
ways of drift at the early stage in order to overcome this problem and to allow
the models to work effectively in the real-world applications.

Secondly, the consideration of different drift detection frameworks sheds
light on which tools like Frouros and River are effective in solving the issue.
These architectures usually provide a set of various algorithms which can allow
for detecting drift in both continuously flowing data streams (streaming) and
static datasets (batch). If there is no flexibility, this would be an impossible
task to perform. Performance degradation is one of the initial clue signals,
which may result in an appropriate investigation being carried out.

Finally, the analysis may indicate a possible trend toward the indus-
try’s commonness of drifting detection methods. Certain algorithms like
Kolmogorov-Smirnov windowing detection, Cramér-von Mises test method,
and maximum mean discrepancy detection received the maximum percentage
of support across all the different frameworks. It shows how these systems are
taking over the place of traditional methods as standard methods used by the
ML group.

6 Conclusion and Future Work

While the MLOps system is going through a radical transformation, an increas-
ing number of products are being launched across the ML lifecycle in various
dimensions. Although MLOps platforms limit themselves to supporting ML
processes only, they differ in their scope and methodology according to the
destructive analysis.

The wide range of MLOps products presents us with the opportunity and
dilemma of choosing the ideal software to be used in certain demands.

The criteria for choosing MLOps platforms can be very complex, keeping
in mind things like GitHub stars as a measure of popularity or more powerful
features that a specific platform has. It is very important to allow for a trade-
off between popularity and the number of features supported, and platforms
such as Pachyderm, ClearML, and Polyaxon achieve this. While Polyaxon is a
platform with many features and provides commercial support, there is also a
free and open source version.

In addition to the above features, a good MLOps ecosystem must
have capabilities for orchestration, support for model development, robust
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CI/CD/CT processes, experiment tracking, and effective data versioning and
management.

A properly designed MLOps pipeline can help automate these processes,
which in turn can minimize the manual efforts required to sustain the models
and ensure faster response times by triggering workflows when the data drift
is noticed. In the end, ML monitoring should be configured to start a warning
message when data drift is discovered, to prompt an immediate response and
appropriate actions.

Although the study offers a comprehensive assessment of 16 free MLOps
tools that gives an understanding of some specific capabilities and popularity
of them, recognizing some limitations is also significant. Primarily, our study
is restricted to the free open-source MLOps tools. This is so because it can be
considered a limitation and also a strength: in order to support open-source
tool development and use is what we want to achieve. Nevertheless, due to
the fact that our findings cover only open source tools, enterprises that need
proprietary solutions could have to do more research to get insight about the
products beyond the suggestions in this review.

Several platforms, such as Polyaxon, ClearML, Weights and Biases (W &
B), and Pachyderm, offer commercial plans alongside open-source versions.
The influence of these commercial orientations on the overall effectiveness and
suitability for diverse use cases needs to be further explored. Second, it is
important to note that the MLOps landscape is highly dynamic and products
evolve rapidly. Then, new features may be added and existing ones may be
modified, impacting the relevance and completeness of our analysis. Finally, the
evaluation of MLOps platforms encompasses critical features but may not cover
all types of their capabilities. Some platforms might offer unique functionalities
that were not captured in our analysis.

When analyzing the different frameworks for drift detection, we found
that algorithms such as Kolmogorov-Smirnov window detection, the Cramér-
von Mises test method, and Maximum Mean Discrepancy detection receive
the highest percentage of support across all different frameworks. This shows
that these systems are indeed taking the place of traditional methods as the
standard methods of the ML group.

Future work may involve a more tangible connection with end users and
companies that have already adopted MLOps platforms. These goals may be
achieved through receiving user feedback (via surveys), exploring the real-life
implementation of the solution, and including user-based perspective, which
can lead to more practical MLOps platform evaluations.

Furthermore, future research can focus on ethical considerations within
MLOps platforms as ethical AI becomes vital. This includes evaluating how
platforms are facilitating safe AI usage, data privacy, and transparency in
model development and deployment.

Thus, the creation of standardized benchmarks and performance metrics
for MLOps platforms will make the comparison fair more objectively. In the
future, such work should be focused on identifying benchmarks that allow
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companies to evaluate and select the platforms based on clear criteria and
standards in the industry.
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